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What is OpenTofu?

Open Source
IaC tool driven by 
the community.

Fork of 
Terraform
Supports 
configurations, 
providers and 
modules.

Values
● Openness
● Transparency
● Collaboration
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What is OpenTofu?

August 2023 September 2023 January 2024 March 2024

Manifesto goes 
live

OpenTofu 1.6 
GA

OpenTofu Day OpenTofu 1.9

January 2025
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Community Support

    Over 23.9K stars on GitHub and 150 contributors 🌟
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The Need for Improved IaC Solutions
Community-Requested Improvements:

Resource 
Management
Simple, built-in 
methods for excluding 
resources during 
deployment.

Customization
Easy deployment to 
multiple regions by 
iterating over providers 
with different 
configurations.

Security
Native solutions for 
state encryption 
that may include 
sensitive 
information.

Flexibility
Simple methods for 
managing 
configurations 
across different 
environments.
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Ronny Orot

Software Engineer at env0

OpenTofu Core Team Member
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Features Tailored to Your Needs

State Encryption
��

Exclude Flag
��

Early Evaluation
��

Provider Iteration
��
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State Encryption 
Before

Natively Securing Your Data

Password for the master DB 
user. Note that this may show 
up in logs, and it will be stored 
in the state file.

��

master_password
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State Encryption 
Before

Natively Securing Your Data

terraform.tfstate

{
  "module": "module.rds-aurora[0]",
  "type": "aws_rds_cluster",
  ...
  "instances": [
    {
      "index_key": 0,
      "schema_version": 0,
      "attributes": {
        "id": "dev-cluster",
        "master_password": "sensitive_secret123!",
      }
    }
  ]
}
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After
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State Encryption

main.tf

terraform {
  encryption {
    key_provider "aws_kms" "basic" {
      Kms_key_id = "some-id"
      key_spec = "AES_256"
    }

    method "aes_gcm" "new_method" {
      keys = key_provider.aws_kms.basic
    }

    state {
      method = method.aes_gcm.new_method
  }
}

Natively Securing Your Data

After

## Step 1: Add the desired key provider

## Step 2: Set up your encryption method

## Step 3: Link the desired encryption method

## Step 4: Run "tofu apply"

CO-AUTHO
RED
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Simplifying Resource Management

resource "local_file" "first" {
  filename = "first.txt"
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}

tofu apply

main.tf
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Exclude Flag
Before

Simplifying Resource Management

resource "local_file" "first" {
  filename = "first.txt"
}

resource "local_file" "second" {
  filename = "second.txt"
}

resource "local_file" "third" {
  filename = "third.txt"
}

tofu apply -target local_file.first

Only deploy this resource

main.tf
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Exclude Flag
Before

Simplifying Resource Management

tofu apply -??? local_file.third

Deploy only these resources

resource "local_file" "first" {
  filename = "first.txt"
}

resource "local_file" "second" {
  filename = "second.txt"
}

resource "local_file" "third" {
  filename = "third.txt"
}

main.tf

Deploy only these resources
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main.tf

resource "local_file" "first" {
  filename = "first.txt"
}

resource "local_file" "second" {
  filename = "second.txt"
}

resource "local_file" "third" {
  filename = "third.txt"
}

Deploy only these resources

Exclude Flag
After

Simplifying Resource Management

tofu apply -exclude local_file.third

Deploy only these resources
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Provider Iteration
Before

Customize Provider Settings for Global Deployments
main.tf

provider "aws" {
  alias   = "us"
  region  = "us-east-1"
}

provider "aws" {
  alias   = "eu"
  region  = "eu-west-1"
}

resource "aws_rds_cluster" "us_cluster" {
  provider = aws.us
}

resource "aws_rds_cluster" "eu_cluster" {
  provider = aws.eu
}

## Two provider blocks

## Two resource blocks
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Provider Iteration

main.tf

variable "regions" {
  description = "A list of regions to deploy"
  type        = set(string)
}

provider "aws" {
  alias    = "by_region"
  for_each = var.regions
  region   = each.value
}

resource "aws_rds_cluster" "rds" {
  for_each = var.regions
  provider = aws.by_region[each.key]
}

After

Customize Provider Settings for Global Deployments

## A single provider block

## A single resource block
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Provider Iteration
After

Customize Provider Settings for Global Deployments
main.tf

variable "regions" {
  type        = set(string)
}

provider "aws" {
  alias    = "by_region"
  for_each = var.regions
  region   = each.value
}

module "user_service" {
  source   = "./user-service"
  for_each = var.regions
  providers = {
    aws = aws.by_region[each.key]
  }
}

## A single module block
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.tofu File Extension
A Native Solution for OpenTofu Configurations

Module Authors
Enable module authors to create 
modules that are compatible with 
both Terraform and OpenTofu.

OpenTofu Users
For a smooth migration, explore 
OpenTofu's exclusive features 
while retaining the option to 
easily revert changes.

�� 💻��
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OpenTofu’s Compatibility with Terraform
OpenTofu remains almost completely compatible with Terraform:

● Providers
● Modules
● Configurations and State File

Features to Note:

● Removed block
● Provider-defined functions
● for_each on import blocks
● Testing feature
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Sneak Peek: What’s Coming Next?

OCI Registries
��

RFCs
��

DynamoDB Free S3 Backend
��
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Join the OpenTofu Movement!
We talked about:

● State Encryption
● Early Evaluation
● Exclude Flag
● Provider Iteration
● .tofu File Extension
● Compatibility with Terraform
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Join  our Slack

Thank You!


