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MOTIVATION



Comparison of secret managing schemes!
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Figure 1: Comparison of secret managing

schemes [1]


https://wiki.nixos.org/wiki/Comparison_of_secret_managing_schemes
https://wiki.nixos.org/wiki/Comparison_of_secret_managing_schemes

Goal for today 5/38

 Understand reactive systems and functional reactive programming
« What can and what can’t we solve with nix today?
« Motivation to view existing problems through a reactive lens




6/38

« NixOS is excellent at building correct snapshots.
- Some properties we care about are not snapshot properties:
» time windows
» drift/tampering
» delayed readiness (ACME certificates for services)
» distributed dependencies (Wireguard, ...)




Two mental models 7/38

Trajectory (Goal)
Snapshot (NixOS)

config as input — reactive function

config as input — system as a :
over time — system

closure

| system(t) =
tem = f
system = f(config) f (config, environment(t))




EvoLUTION OF CONFIG MANAGEMENT




Alice & Bob build a “house”




Alice & Bob build a "house" 10/38

ALICE SENDS A MESSAGE To Bos
SAYING TO MEET HER SOMEWHERE.
UH HMH.
BUT EVE SEES IT; T0O,
AND GOES To THE PLACE.
WITH YOU 50 FAR.

BOB 15 DELAYED AND (
ALICE AND EVE MEET,

\ YEAH?
% %) « They somehow really like SSH :)

TVE DISCOVERED A WAY To GET COMPUTER
SCENTISTS TO LISTEN To ANY BORING STORY.

Figure 2: A familiar cast [2]




Handcrafted (manual, local state) 11/38

« low scale
Problem e ;
« correctness is works at all

Change frequency months

Acceptable delay  days

Complexity trivial

« manual edits

Technique | « shared context
« tribal knowledge

v | NixOS unnecessary overhead

Figure 3: One door, one shared key: a

simple, slow-changing world.




Repeatability pressure

-
N

r.]

Figure 4: As people/doors grow,
execution consistency becomes the
limiting factor.

Problem

onboarding/oftboarding

repeats; humans miss steps.

Change frequency weekly

Acceptable delay  hours

Complexity

trivialmmedium

Technique

runbooks — scripts — templates

NixOS

strong: intent as code; reviewable;
reproducible.




Standardize and batch apply 13/38

many similar targets | reduce
Problem Y gets |

variance

Change frequency weekly—daily
P %

A\
\_

Acceptable delay  hours

/ Complexity medium

~/ | Technique | a batch “apply” (scripts/playbooks)

r.]

N

NixOS strong: produces consistent snapshots

Figure 5: “Do the same thing
everywhere” becomes the goal.




Spec becomes the center 14/ 38

Problem scrlpts ge.t brittle (ordering,
partial failure)

Change frequency daily
Acceptable delay  hours

Complexity medium—high

describe what should be true

(&

. | Technique , ,
(resources/invariants)

/| NixOs f.)ccellent snapshot spec | still point-in-
ime

Figure 6: Intent moves from procedure

toward specification.




Drift appears (periodic enforcement)

(&

Figure 7: Reality changes between
applies.

Problem

out-of-band changes and churn
cause drift

Change frequency daily + random drift

Acceptable delay = hours—10-60 min

Complexity

high

™

Technique

periodic re-apply (cron/timers) |
idempotency

NixOS

immutability guarantees | otherwise:
rebuild still doable, but expensive




The drift window is the pain 16/38

“apply succeeded” # “correct over
Problem , PP ”Y
time’.

Change frequency minutes if you chase drift

Acceptable delay = 10-60 min—minutes

Complexity high

_ crank cadence — more compute + more
~/ | Technique

failure surface.

x | NixOs evaluation cost is a hard limit for fast

signals.

Figure 8: More frequency reduces drift

windows, but raises cost and side effects.




Policy constraints (time windows)

Figure 9: A server room introduces

conditional access: policy, not just
membership.

Problem

Access depends on time or
context:

- weekdays, work-hours

« short-lived access

« lockdown mode

Change frequency hours

Acceptable delay = minutes

Complexity

high—very high

Technique

re-compute + deploy from policy inputs

NixOS

rebuilding on clock edges is semantically

awkward and operationally heavy




Tampering and sensors (event-driven remediation)

Problem revoke/fix now; not “next round”.

Change frequency continuous drift events
Acceptable delay  seconds/immediate

Complexity very high

alarms/watchers trigger remediation

Techni
p/ | Technique immediately.

systemd.path/inotify + oneshots work,

NixOS
X e but policy becomes glue.

Figure 10: When drift is adversarial or
accidental, latency dominates.




Controllers as the default runtime 19/38

many subsystems interact; “a job ran” is not a success
Problem o
condition.

Change frequency continuous small updates

Acceptable delay = bounded seconds
~/  Complexity very high—extreme

- always-on reconciliation loops (controllers):

, » observe desired + observed state

Technique , ,
» reconcile continuously

» report “converged/healthy”

X | NixOS per task custom tools/scripts/services | Controller sprawl




COMPLEXITY OVERLOAD




Complexity Overload 21/38

As it turns out,...

(0

Figure 11: Bob & Alice like to build




Complexity Overload 2238

...what Alice and Bob were building...

(T

Figure 12: Bob & Alice like to build




Complexity Overload 23 /38

...what Alice and Bob were building...

Figure 13: Bob & Alice like to build




Complexity Overload 24/ 38

...was a spacecraft after all!

Figure 14: Bob & Alice like to build




A Moving Target 25/ 38

« the desired course changes
continuously (policy +
environment)

- the actual course deviates

Problem . : :

(disturbances, drift, partial
failures)

- sensors are noisy/delayed;

actuators are discrete

Change frequency continuous

Acceptable delay = bounded seconds

Figure 15: A moving target: desired ‘)y Complexity very highﬁextreme

course vs. actual course (adapted from

[3])




A Moving Target 26/ 38

%’ | Technique | Continuous-Time Control Theory

R

NixOS ?77?




Can we still do it?




FROM SNAPSHOTS TO TRAJECTORIES




Reactive Systems

« The target itself moves: the desired state is a function of
time-varying signals.
- We want the spec to denote a value at any time:

Signal-defined desired state

system(t) = f(config, environment(t))




Reactive Engine

Goals:
« keep NixOS for deterministic construction
« add a runtime for correctness over time.

— If system(t) is a moving target, we need a runtime that:
» subscribes to signals (time, events, health)
- propagates changes through dependencies

m g m t con fl g « converges with bounded reaction time

mgmt provides such a runtime (FRP + resource graph +

convergence)|5]

Figure 16: mgmt Logo [4]




Reactive Engine

mgmtconfig

Figure 17: mgmt Logo [4]

mgmt

closed loop controller:

» observe — compute error — actuate

stability constraints (hysteresis/backoft/rate limits)
choreography (distributed state, leader-election)
propagate changes through dependencies; converge
continuously




RX.NIX: INTEGRATING MGMT WITH
N1xOS




What do we need to do? 33/ 38

« Describe the desired state as a total function over time:
» via mgmt’s functional-reactive language MCL

« NixOS builds the scaffold: packages, services, wiring

- Activate the reactive engine
» mgmt executes the control loop in flight




What rx.nix does today

« Embed MCL code inside Nix.
 Bundle it into a mgmt module.
o Include a systemd service that runs mgmt in the resulting NixOS output.

Division of responsibility

« NixOS builds the snapshot skeleton.
- mgmt maintains correctness over time.




Where this becomes interesting in NixOS

- Fast-changing inputs that are expensive to evaluate into the Nix snapshot:
» secrets and cert readiness
» health-driven restarts
» distributed dependencies
 The hand-off point:
» Nix decides what is possible (packages, services, wiring).
» The reactive engine decides when to act (signals and bounded reaction).




Demo




Q&A / Links 37/38

Reactive Nix
https://github.com/karpfediem/rx.nix
https://codeberg.org/karpfen/cfgmgmtcamp2026
@karpfen:matrix.org

mgmt
https://github.com/purpleidea/mgmt

https://mgmtconfig.com/
+ Workshops



https://github.com/karpfediem/rx.nix
https://codeberg.org/karpfen/cfgmgmtcamp2026
https://github.com/purpleidea/mgmt
https://mgmtconfig.com/
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