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The Stack

Foreman Katello

Candlepin

Pulp
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Foreman



Pulp

“Pulp fetches, uploads, organizes, and 
distributes software packages...”

Ansible Playbooks

Arbitrary files

Container images

RPM content

… and more!



Candlepin

“What 
content can I 

access?”



Core Katello



Terminology

Content: Software packages, like RPMs

Repository: A collection of content

Product: A collection of repositories

Hosts: Servers managed by Katello

Errata: Advisories with fixing packages



Content Management

Katello

Software lifecyclePatching
Content 

procurement and 
distribution



Katello

Software lifecycle

Patching

Content 
procurement and 

distribution

● Creating repositories of content and populating them
● Customizing content and determining access

● Installing content on hosts via Foreman Remote 
Execution

● Viewing errata applicable to a host and applying them
● Generating patch reports from customizable templates

● Grouping hosts by categories (“dev”, “test”, “prod”, etc)
● Snapshotting repositories and distributing them by host 

categories
● Promoting content through a lifecycle



Katello Repositories



Katello Repositories



Katello Repositories



Download Policies

On Demand

Content is 
downloaded only 
when requested

Immediate

Content is 
downloaded at 

synchronization time

Streamed

Content is never 
cached, only passed 

from upstream to 
client



Mirroring Policies

Additive

Repo metadata is 
generated

Existing content is not 
cleared during 

synchronization

Content Only

Repo metadata is 
generated

Existing content is 
cleared during 

synchronization

Complete Mirroring

Entire repository, 
including metadata, 
matches upstream



Request

Fetch

Request

Index

Katello Repositories

KatelloUploaded 
Content

Katello Remote 
Repo

Pulp

Pulp

Upload scenario:

Sync scenario:

Upload Index



Katello Repositories

Katello

DHCP, 
DNS, 
TFTP, ...

Hosts

Access 
content



Content Views

Content View: “My Custom View”

Filters

● Exclude Yum 
Packages:
○ Wordnet-3.0-21
○ ImageMagick*

● Include Container Tags:
○ latest

Repositories

● Appstream
● BaseOS
● BusyBox 

Container Image
● Custom File Repo



Content Views

Publish...



Content View Versions
My Custom View Version 1.0

Yum Content

All CentOS content 
except 
wordnet-3.0-21 and 
ImageMagick*

Container Content

library/busybox:latest

File Content

All files in “Custom 
File Repo”



Advanced CVs: Composite Content 
Views

My Software Stack

My Web Application (Latest)

My Web Server (Latest)

My Operating System (1.0)



Advanced CVs: Composite Content 
Views

My Software 
Stack

My Software 
Stack v1.0

Publish



Composite Content View Auto 
Publish

My Software 
Stack

My Software 
Stack v2.0

Auto-Publish

My Web 
Application

My Web 
Application v2.0

Publish

Triggers...



Modern Management: Multi-CV

Hosts
My Web Application 

(Latest)

My Web Server (Latest)

My Operating System (1.0)

Hosts and activation keys now support registration to multiple content view 
environments!



Lifecycle Environments

My Content View

Development Testing ProductionLibrary

Publish

My Content 
View v1.0



Lifecycle Environments

Development Testing ProductionLibrary

My Content 
View v1.0

Promote

My Content 
View v1.0



Lifecycle Environments

Development Testing ProductionLibrary

My Content 
View v1.0

My Content 
View v1.0

Oops, forgot a dependency!



Lifecycle Environments

My Content View

Development Testing ProductionLibrary

Fix and publish 
again!

My Content 
View v2.0

My Content 
View v1.0



Lifecycle Environments

Development Testing ProductionLibrary

Promote

My Content 
View v2.0

My Content 
View v2.0



Lifecycle Environments

Development Testing ProductionLibrary

My Content 
View v2.0

Promote

My Content 
View v2.0

My Content 
View v2.0



Lifecycle Environments

Development Testing ProductionLibrary

My Content 
View v2.0

Promote

My Content 
View v2.0

My Content 
View v2.0

My Content 
View v2.0



Lifecycle Environments

Development Testing ProductionLibrary

My Content 
View v3.0

My Content 
View v3.0

My Content 
View v3.0

Oops, Production failure!

My Content 
View v3.0



Lifecycle Environments

Development Testing ProductionLibrary

My Content 
View v3.0

My Content 
View v3.0

My Content 
View v3.0

My Content 
View“Promote” 

to roll-back 
directly

My Content 
View v2.0



Lifecycle Environments in Practice

Development Testing Production

My Content 
View v3.0

My Content 
View v3.0

My Content 
View v2.0



Hosts



Hosts



● Subscriptions
● Lifecycle Environment
● Content View
● Content View Environments
● Repositories

Activation Keys

Activation Key



Global Registration



Remote Execution

● Run shell 
commands

● Filter target hosts
● Make a schedule
● Receive failure 

reports



Remote Execution



Errata



Errata





Incremental Update

Development Testing ProductionLibrary

My Content 
View v3.0

My Content 
View v3.0

My Content 
View v3.0

My Content 
View v3.0

Critical security 
update needed!

Critical security 
update needed!

Critical security 
update needed!

Critical security 
update needed!



Incremental Update

Development Testing ProductionLibrary

My Content 
View v3.1

My Content 
View v3.1

My Content 
View v3.1

My Content 
View v3.1

RHSA-2019:43490



Katello + Your Infrastructure



PerthBoston

Scenario: Off-Site Hosts

DHCP, 
DNS, 
TFTP, ...

Production 
Datacenter

18,695 km



Perth
Boston

Smart Proxies with Pulp

DHCP, 
DNS, 
TFTP, ...

Production 
Datacenter

DHCP, 
DNS, 
TFTP, ...

Sync



Perth

Content Enabled Smart Proxies

Production 
Datacenter

DHCP, 
DNS, 
TFTP, ...

Can operate on 
its own until 
needing another 
sync



Infrastructure Flexibility

Boston

DHCP, 
DNS, 
TFTP, ...

Air-Gapped Datacenter

DHCP, 
DNS, 
TFTP, ...

Import software 
packages + 
metadata



Wales

Boston

DHCP, 
DNS, 
TFTP, ...

DHCP, 
DNS, 
TFTP, ...

Load 
balancer

DHCP, 
DNS, 
TFTP, ...



centos8-stream-katello-4.11

Demo Prep

DHCP, 
DNS, 
TFTP, ...

waffle-test
waffle-prod1
waffle-prod2

centos8-stream-katello-4.11.
cannolo.example.com

Apache Tomcat 
“Waffle Palace” 

Application



Demo

https://docs.google.com/file/d/1C5uE3msIBzh5D2X35tO837Z3h85mXStE/preview


Incremental Update Demo

https://docs.google.com/file/d/1VgSXvAHWmUja2W_h_oV-xezC7ch-4AtA/preview


Thanks!

https://theforeman.org/
https://theforeman.org/plugins/katello/


