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Command Line Interface

APP/Cloud
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MCP
Of course! AI time 

Contributing
Do you want to improve things? 

Great ideas? Go for it!
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What is Prowler?

Prowler is the world’s most widely used 
open-source (ALv2) tool for cloud security

40M+
downloads 

300+
contributors

1M+
downloads/week 



What is Prowler? Product and Services: Our Platform

Prowler Studio - MCP

Prowler Cloud

Prowler Hub

● Open Source Multi-Cloud Security Scanner 
for AWS, Azure, GCP, K8s, Github and more

● Continuous monitoring, security assessments 
and audits, incident response, compliance, 
hardening and forensics readiness.

● Runs on-premises and in the cloud.
● Includes CLI, SDK, API, and UI for versatility.
● github.com/prowler-cloud/prowler

● Public knowledge base with our 
artifacts covering providers, services, 
checks, remediations, code and more.

● All artifacts are exposed via API and 
web UI for easy consumption and two 
ways integration with Prowler, Prowler 
Studio and third parties.

● hub.prowler.com 

● Create, share, and run detection 
checks, remediations, and 
compliance frameworks using our 
online SDK and AI.

● https://github.com/prowler-clou
d/prowler-studio 

Prowler Project (CLI and self-hosted app) ● Prowler Managed Service handles hosted Prowler with customer 
signups, billing, and management. Supports payments via 
Marketplaces and Stripe. 

● Resource and Scan based pricing.
● 24x7 proactive monitoring by ProwlerPro, Inc
● Automatic updates, patching, and new versions with Backup and 

High-Availability setup
● Enterprise grade compliance (SOC2 Type 2)
● Enterprise Support SLA and more!
● cloud.prowler.com 

https://github.com/prowler-cloud/prowler-studio
http://hub.prowler.com
https://github.com/prowler-cloud/prowler-studio
https://github.com/prowler-cloud/prowler-studio
https://cloud.prowler.com




From https://aws.amazon.com/es/compliance/shared-responsibility-model/ 

From https://www.cisecurity.org/insights/blog/shared-responsibility-cloud-security-what-you-need-to-know 

Top 5 Cloud Security Threats & Common Aacks

1. Misconfigurations
○ Public exposed resources, weak IAM policies, unrestricted 

security groups
2. IAM vulnerabilities

○ Credential theft, privilege escalation, brute force aacks
3. Insecure APIs and Interfaces

○ API key leaks, MITM aacks, rate-limiting bypass
4. Data Breaches and Exfiltration

○ Unencrypted data exposure, insider threats, SQL injection 
aacks.

5. Inadequate Monitoring and Logging
○ Log tampering, cryptojacking, lack of real-time alerts

https://aws.amazon.com/es/compliance/shared-responsibility-model/
https://www.cisecurity.org/insights/blog/shared-responsibility-cloud-security-what-you-need-to-know


Prowler Use-Cases

Security Monitoring
Address security risks before they 
become incidents

• Minimize financial impact of 
theft, fraud, & remediation costs

• Protect sensitive data & IP

• Maintain customer trust & brand 
value

Compliance
Audit & Compliance Assessments 
(including CIS, SOC2, HIPAA, PCI, 
CISA, NIST, ISO27001, etc.)

• Reduce audit burden

• Enable business growth & 
time-to-market

• Improve operational eiciency 
and cost-eectiveness

IaC monitoring
Static code analysis for 
Infrastructure as Code (Terraform, 
Cloudformation, Kubernetes YAML)

• Early detection of security risks

• Lifecycle coverage and DevOps 
integration of security posture

• Increased development velocity



How to contribute?

goto.prowler.com/devguide

roadmap.prowler.com/roadmap



CLI

Installation

Scan

Mutelisting

Compliance

Custom Checks

Fixers



CLI

Inside your environment shell, run the following commands to make sure Prowler v5 and Python 

are ready:

python3 --version # >=3.9, <=3.12

pipx install prowler #  https://pipx.pypa.io/stable/installation/ 

prowler -v

To make sure you have the latest version do:

pipx upgrade prowler

https://pipx.pypa.io/stable/installation/


CLI

Make sure you have properly configured your AWS-CLI with a valid Access Key and Region or 
declare AWS variables properly (or instance profile/role):

aws configure
or
export AWS_ACCESS_KEY_ID="ASXXXXXXX"
export AWS_SECRET_ACCESS_KEY="XXXXXXXXX"
export AWS_SESSION_TOKEN="XXXXXXXXX"

To use a particular AWS profile (~/.aws/credentials or ~/.aws/config)

prowler aws -p <profile_name>

Permissions templates: https://github.com/prowler-cloud/prowler/tree/master/permissions 
arn:aws:iam::aws:policy/SecurityAudit
arn:aws:iam::aws:policy/job-function/ViewOnlyAccess

https://github.com/prowler-cloud/prowler/tree/master/permissions


https://tinyurl.com/bddxch2n



CLI

Set-up custom profile in: ~/.aws/config  with all the needed information. Then, use 

prowler aws -p/--profile your-custom-profile

Profile example:

[profile crossaccountrole]

role_arn = arn:aws:iam::234567890123:role/SomeRole

credential_source = EcsContainer

Prowler can assume an IAM role in remote or the same account to scan.

In Prowler v5, parameters are merged in a single flag → -R/--role <role_arn>

prowler aws -R arn:aws:iam::123456789012:role/ProwlerRole

Optional flags when assuming a role:

● -T/--session-duration <seconds> *by default 3600 seconds

● -I/--external-id <external_id>



CLI

Automatic Login Method Detection

If no login method is explicitly provided, Prowler will automatically attempt to authenticate using 

environment variables in the following order of precedence:

GITHUB_PERSONAL_ACCESS_TOKEN
GITHUB_OAUTH_APP_TOKEN
GITHUB_APP_ID and GITHUB_APP_KEY (where the key is the content of the 
private key file)

● Personal Access Token (PAT) -> prowler github --personal-access-token pat
 

● OAuth App Token -> prowler github --oauth-app-token oauth_token

● GitHub App Credentials -> prowler github --github-app-id app_id 
--github-app-key-path app_key_path

Quick Test: 
export GITHUB_PERSONAL_ACCESS_TOKEN=$(gh auth token)
prowler github



CLI

Prowler CLI supports the following scanners:
● Vulnerability
● Misconfiguration
● Secret
● License

By default, only misconfiguration and secret scanners run during a scan.

● Scan directory -> prowler iac --scan-path ./my-iac-directory

● Remote GH repository -> prowler iac --scan-repository-url 
https://github.com/user/repo.git

● Specify Scanners -> prowler iac --scan-path ./my-iac-directory --scanners 
vuln misconfig



CLI

The Mutelist feature can be used to “skip” PASS or FAIL findings that sometimes are either not 
important or an assumed risk. For example, an AWS S3 bucket open to the internet hosting a web 
site.
Mutelist:
  Accounts:
    "123456789012":
      Checks:
        "iam_user_hardware_mfa_enabled":
          Regions:
            - "us-east-1"
          Resources:
            - "user-1"           # Will mute user-1 in check iam_user_hardware_mfa_enabled
            - "user-2"           # Will mute user-2 in check iam_user_hardware_mfa_enabled
        "ec2_*":
          Regions:
            - "*"
          Resources:
            - "*"                 # Will mute every EC2 check in every account and region
        "*":
          Regions:
            - "*"
          Resources:
            - "test"
          Tags:
            - "test=test"         # Will mute every resource containing the string "test" and the tags 'test=test' and
            - "project=test|project=stage" # either of ('project=test' OR project=stage) in account 123456789012 and every 
region

🤫



CLI

● Prowler supports Compliance Frameworks for AWS, Azure, GCP, K8S …(e.g., CIS, PCI-DSS, etc.)

● Each Compliance Framework:
○ Has different requirements that match with one or more Prowler checks.
○ Will create a dedicated report based on its own requirements and the result of the scan 

in CSV. 

● Definition JSON per Compliance Framework with all the information and the mapping of the 
checks are located in prowler/compliance/<provider>/ 

● Run the checks of a specific compliance framework from a provider with:

 prowler <provider> --compliance <compliance>

○ E.g.: .prowler aws --compliance cis_1.5_aws



CLI

{
"Framework": "<framework>",
"Version": "<version>",
"Provider": "<provider>",
"Description": "Compliance Framework full description",
"Requirements": [

{
"Id": "<unique-id>",
"Name": "Requirement Name",
"Description": "Requirements full description",
"Checks": [

"Here is the prowler check or checks that is going to be executed"
],
"Attributes": [

{
<Custom attributes for the Requirement>

}
]
},
...

]
}



CLI

● List all available compliance frameworks of a provider with:
prowler <provider> --list-compliance

○ E.g.: prowler aws --list-compliance

● List compliance requirements for a given compliance with:
prowler <provider> --list-compliance-requirements <compliance>

○ E.g.: prowler aws --list-compliance-requirements cis_1.5_aws

● Run the checks of a specific compliance framework from a provider with:

 prowler <provider> --compliance <compliance>

○ E.g.: prowler aws --compliance cis_1.5_aws



CLI

1. List the available compliance frameworks

○ prowler <provider> -–list-compliance 

2. Choose one compliance framework and run Prowler based on that compliance:

○ E.g: prowler aws –-compliance cis_2.0_aws



CLI

Prowler ThreatScore identifies and highlights the most critical findings, giving each requirement a 
weighted score based on its severity. This allows you to quickly understand the level of risk, 
prioritize remediation, and focus on what needs fixing as soon as possible, all from a 
compliance-driven perspective, ready for a wrap-up or PDF report.



CLI

• Prowler creates a JSON formatted as AWS Security 

Finding Format (ASFF) per finding.

• Sends each ASFF finding per region to Security Hub using 

the official integration.

• An entire list of ASFF findings is generated and store in an 

output json file.

• Using flag -S or --security-hub

• Adding flag --status FAIL will send only fails which will 

reduce the number of findings sent to Security Hub.

• Since Security Hub is region based, use --region 

<region>



CLI

Use prowler aws -B my-bucket

If you can use a custom folder and/or filename, use -o/--output-directory and/or 
-F/--output-filename

prowler aws \
        -B my-bucket \
        --output-directory test-folder \
        --output-filename output-filename

By default Prowler sends HTML, JSON and CSV output formats, if you want to send a custom output 
format or a single one of the defaults you can specify it with the -M/--output-modes flag.

prowler aws -M csv -B my-bucket

* Make sure that the used credentials have s3:PutObject permissions in the S3 path where the 
reports are going to be uploaded.



CLI

Prowler can be integrated with Slack to send a summary of the execution having configured a Slack 
APP in your channel with the following command:

prowler <provider> --slack



CLI

The custom metadata option offers a means to override default metadata set by Prowler

Use --custom-checks-metadata-file

● Severity
● CheckTitle
● Risk
● RelatedUrl
● Remediation
● Code

○ CLI
○ NativeIaC
○ Other
○ Terraform

● Recommendation
○ Text
○ Url



CLI

Prowler allows you to fix some of the failed findings it identifies at scanning time.
Use --list-fixer to see all the available fixes for each provider.

Use --fixer:
prowler <provider> -c <check_to_fix_1> <check_to_fix_2> ... --fixer

❓Hint:
Check the required permissions inside fixer file before 
running the fixer to ensure it can be executed.





APP

Installation

Add a Provider

Run a Scan

Check Findings

Check Compliance

Lighthouse AI 🤖

RBAC

Aack Paths



App

You can install the new Prowler App using Docker Compose:

curl -LO 

https://raw.githubusercontent.com/prowler-cloud/prowler/refs/heads/maste

r/docker-compose.yml

curl -LO 

https://raw.githubusercontent.com/prowler-cloud/prowler/refs/heads/maste

r/.env

docker compose up -d

Enjoy Prowler App at http://localhost:3000 by signing up with your email and password.

**Google and GitHub authentication is only available in Prowler Cloud**

NOTE: Containers are built for linux/amd64. If your workstation's architecture is different, please 

set DOCKER_DEFAULT_PLATFORM=linux/amd64 in your environment or use the --platform 

linux/amd64 flag in the docker command.

https://docs.docker.com/compose/install/
http://localhost:3000
http://prowler.cloud


Lab 21: Sign Up and Log In
Go to http://localhost:3000 after installing the app. Sign up with your email and password.

Log in with your email and password to start using the Prowler App.

 

http://localhost:3000/


Optional: SAML Single Sign-On (SSO)
Key Features

● IdP-Initiated SSO: Users can initiate login from their Identity Provider's dashboard.
● SP-Initiated SSO: Users can initiate login directly from the Prowler login page.
● Just-in-Time Provisioning: Users from the organization signing into Prowler for the first 

time will be automatically created.

Prerequisites

● Administrator access to the Prowler organization is required.
● Administrative access to the SAML 2.0 compliant Identity Provider (e.g., Okta, Azure AD, 

Google Workspace) is necessary.

Check the configuration steps from the Prowler Docs here

 

goto.prowler.com/sso-config

https://docs.prowler.com/projects/prowler-open-source/en/latest/tutorials/prowler-app-sso/#configuration-steps


Optional: SAML Single Sign-On (SSO)
Once SAML SSO is enabled, users from the configured domain can sign in by entering their email 
address on the login page and clicking "Continue with SAML SSO". They will be redirected to the 
IdP to authenticate and then returned to Prowler.

 



Lab 22: Add a Provider
To run your first scan, you need to add a cloud provider account. Prowler App supports AWS, 
Azure, GCP, and Kubernetes.

1. Navigate to Settings > Cloud Providers .
2. Click Add Account  to set up a new provider and provide your credentials:



Lab 23: Add a Provider
Choose the provider you want to scan from the following options:

Once you’ve selected a provider, you need to provide the 
Provider UID :

● AWS: Enter your AWS Account ID .
● GCP: Enter your GCP Project ID .
● Azure: Enter your Azure Subscription ID .
● Kubernetes: Enter your Kubernetes Cluster 

context of your kubeconfig file.



Lab 24: Add a Provider - AWS

Choose one of the following methods to connect with your AWS account:

● Select Connect via Credentials  to use AWS Access Keys.
Enter your Access Key ID , Secret Access Key  and optionally a Session Token



Lab 25: Add a Provider - AWS
● Select Connect assuming IAM Role:

Enter the Role ARN and any optional field like the AWS Access Keys to assume the role, 
the External ID , the Role Session Name  or the Session Duration :



Lab 26: Add a Provider - Azure

Prowler App uses Service Principal Application to 
authenticate with Azure. This service principal 
should have the following permissions:

● Directory.Read.All
● Policy.Read.All
● UserAuthenticationMethod.Read.All

Then, enter the Tenant ID, Client ID and 
Client Secret of the created service principal 
application.



Lab 27: Add a Provider - GCP

To connect your GCP Project, you need to use the 
Application Default Credentials (ADC) returned by the 
gcloud CLI. Here’s how to set up:

1. Run the following command in your terminal to 
authenticate with GCP:

gcloud auth application-default login

2. Once authenticated, get the Client ID, 
Client Secret and Refresh Token from 
~/.config/gcloud/application_default_
credentials.

3. Paste the Client ID, Client Secret and 
Refresh Token into the Prowler App.



Lab 28: Add a Provider - Kubernetes

For Kubernetes, Prowler App uses a kubeconfig 
file to authenticate, paste the contents of your 
kubeconfig file into the Kubeconfig content field.

**By default, the kubeconfig file is located at 
~/.kube/config



Lab 29: Add a Provider - M365

To configure your M365 account, you'll need:

Obtain a domain from the Entra ID portal.

Access Prowler Cloud/App and add a new cloud 
provider Microsoft 365.

Configure your M365 account:

1. Create the Service Principal app.
2. Grant the required API permissions.
3. Assign the required roles to your user.
4. Add the credentials to Prowler Cloud/App.

Want more info? Check docs

https://docs.prowler.com/projects/prowler-open-source/en/latest/tutorials/microsoft365/getting-started-m365/#getting-started-with-m365-on-prowler-cloudapp


Lab 30: Add a Provider - Github

Add your user name and choose the preferred 
authentication method:

● Personal Access Token (PAT) -> Docs here

● OAuth App Token -> Docs here

● GitHub App Credentials -> Docs here

https://docs.prowler.com/projects/prowler-open-source/en/latest/tutorials/github/getting-started-github/#1-personal-access-token-pat
https://docs.prowler.com/projects/prowler-open-source/en/latest/tutorials/github/getting-started-github/#2-oauth-app-token
https://docs.prowler.com/projects/prowler-open-source/en/latest/tutorials/github/getting-started-github/#3-github-app-credentials


Lab 31: Add a Provider
After adding your credentials of your cloud account, click the Launch button to verify that the Prowler 
App can successfully connect to your provider:



Lab 31: Analyze findings
Once the scan has started, you can track the progress of your scan in the Scans section:



Lab 32: Analyze findings
While the scan is running, start exploring the findings in these sections:

● Browse All Findings: Detailed list of findings detected, where you can filter by severity, service, 
and more.



Lab 32: Analyze findings
While the scan is running, start exploring the findings in these sections:

● Overview: High-level summary of the scans.



Lab 32: Analyze findings
While the scan is running, start exploring the findings in these sections:

● Compliance: Insights into compliance status.



Lab 33: Compliance in Prowler App
Check your “favorite” compliance and drill down thru requirements:



Optional: Mutelisting in Prowler App
Prowler App allows users to mute specific findings to focus on the most critical security issues.

Go to Cloud Providers page and click on



Optional: Mutelisting in Prowler App
Fill the Mutelist config with a correct configuration.



Optional: Mutelisting in Prowler App
Check for muted findings after the scan.



APP



APP



APP

Manage the users from your tenant.

● Assign roles

● Permission scope



APP



APP





MCP

Prowler Cloud / App

Prowler Hub

Prowler Docs



MCP





prowler-studio
https://github.com/prowler-cloud/prowler-studio/tree/new-product









How to contribute?

goto.prowler.com/devguide



How to Create a new Check - I
• Prowler contains a providers folder which has a folder per provider:

prowler/providers/<provider>
|
|- aws
|- azure
|- gcp
|- kubernetes
|- common # common functions and libraries for all providers

• Inside the provider folder there is a <provider>_provider.py where the credentials are 
managed and the session is generated so Prowler can start the scan for the specified provider.

prowler/providers/aws
|
|- aws_provider.py
|- __init__.py # empty init file to treat the folder as a package
|- lib # necessary libraries for provider
|- services
|- ...



How to Create a new Check - II
• For each provider, there is a folder per service, e.g.: 

○ prowler/providers/aws/services/

|
|- iam

|- iam_client.py # Initialise IAM Service
|- iam_service.py # Gather IAM Information with provider SDK
|- __init__.py

|- ec2
|- ec2_client.py # Initialise EC2 Service
|- ec2_service.py # Gather EC2 Information with provider SDK
|- __init__.py

|- ...



How to Create a new Check - III

• Service information is gathered with the API Calls from the provider SDK 
(e.g., Boto3).

○ This information is then parsed inside every check.
○ In AWS, API calls are parallelized by region to increase performance 

by generating a client per AWS Service and Region. 



How to Create a new Check - IV

…

ec2_service.py

iam_service.py

• Each Service has a class per type of resource:
○ Attributes filled by the API calls.
○ E.g. IAM User, EC2 Instance or Security Group…



How to Create a new Check - V

• Inside each service folder there is a folder per check:
prowler/providers/<provider>/services/<service>/<check_id>/

• The ID of the check must follow the pattern:
service_subservice_action → ec2_ami_public

• The files inside the check folder are:
prowler/providers/<provider>/services/<service>/<check_id>/

|
|- <check_id>.metadata.json # contains the check’s metadata
|- <check_id>.py # contains the check’s logic
|- __init__.py # empty init file to treat the folder as a package
|



Check’s Metadata

rds_instance_no_public_access.metadata.json

• JSON file containing check information.

• Necessary for check execution.

<check_id>.metadata.json

• Inside folder 

providers/<provider>/<service>/

<check-id>/



Check’s Logic
• Each check must generate a report per finding.

 Iterate for each resource in the service client.2

  Do the magic!3

 Add each finding to list and return the list of findings.4

 Import classes and service client.1

rds_instance_no_public_access.py





How to Create a Compliance Framework

● Create a compliance file in the specific provider folder, e.g, prowler/compliance/<provider>/ 

● Name as the following pattern: <framework>_<version>_<provider>.json

● Create the compliance framework data model in prowler/lib/outputs/models.py

● Optional: Create the CLI table output in prowler/lib/outputs/compliance.py

● Test it with:

 ./prowler-cli.py <provider> --compliance <framework>_<version>_<provider>



CIS-x.x framework for a provider
1. Create compliance file with the framework name inside 

providers/compliance/<provider>

○ E.g.: cis_1.5_workshop_aws.json 

2. Fill the compliance framework information in the JSON: 

○ Framework, Version, Provider and Description

3. Add the CIS-X.X requirements with:

○ Requirement ID and Description

○ Requirement Attributes

○ List of Prowler checks that cover the requirement

4. Run it with:

 ./prowler-cli.py aws --compliance cis_1.5_workshop_aws

❓HINT: If you get stuck, check the compliance 

for the chosen provider inside this folder:
https://github.com/prowler-cloud/prowler/blob/
master/prowler/compliance/

https://github.com/prowler-cloud/prowler/blob/master/prowler/compliance/aws/iso27001_aws.json
https://github.com/prowler-cloud/prowler/blob/master/prowler/compliance/aws/iso27001_aws.json

